Creating a Decentralized Certificate Authority
with Chainlink

By: Enclave Research (not affiliated with Chainlink Labs)

Table of Contents

1. Introduction
2. Traditional Certificate Authorities: Risks and Challenges
2.1 Basics of Public-Key Cryptography
2.2 Centralized CA Model: Systemic Risks
2.3 Historical CA Compromises
3. Exploring Decentralized Alternatives
3.1 Jayaraman, Li, and Evans (University of Virginia)
3.2 DeCert by Leo Hentschker (Harvard University)
3.3 Ongoing Challenges in Decentralization
4. Chainlink-Powered Decentralized CA: Proposed Solution
4.1 Certificate Issuance
4.2 Certificate Management
4.3 Certificate Validation and Revocation
5. Addressing Niche Use Cases
5.1 Certificate Transparency for Regulated Markets
6. High-Level Workflow
6.1 Request for Certificate
6.2 Issuance and Management
6.3 Validation and Revocation
7. Comparison to Traditional CA Models: Advantages and Drawbacks
7.1 Current Model Challenges
7.2 Advantages of a Chainlink-Powered Decentralized CA
7.3 Potential Drawbacks
8. Conclusion

1. Introduction

Traditional Certificate Authorities (CAs) serve as critical gatekeepers of trust on the internet by issuing
and managing digital certificates for secure communication. In this centralized paradigm, a few
dominant players hold immense power. A breach or misstep at one of these entities can compromise the
security of vast swaths of the internet, resulting in systemic vulnerabilities that shake user trust.

Researchers have long recognized the flaws in this centralized model and have explored decentralized
approaches to certificate issuance. Notable among these are the works by Bargav Jayaraman, Hannah



Li, and David Evans at the University of Virginia, and DeCert by Leo Hentschker at Harvard
University. While these pioneering projects have significantly advanced the understanding and
feasibility of decentralized certificate authorities, the need remains for an end-to-end solution that is
robust, scalable, economically incentivized, and widely compatible with existing internet infrastructure.

This white paper proposes a decentralized CA architecture leveraging Chainlink—a decentralized
oracle network widely used in the blockchain ecosystem. The unique features of Chainlink, including
Verifiable Random Function (VRF), privacy-preserving oracles (DECO), and automated smart contract
workflows (Keepers), offer a comprehensive framework for addressing the complexities of certificate
issuance, validation, and revocation on a large scale.

2. Traditional Certificate Authorities: Risks and Challenges

2.1 Basics of Public-Key Cryptography

Public-key cryptography is the backbone of secure online communication. It involves a paired set of
keys—public and private—that are mathematically linked. A public key can be shared openly to enable
secure transactions or digital signatures, while its corresponding private key must remain confidential.
A Certificate Authority validates the binding between a public key and its owner by issuing a digital
certificate, effectively confirming that the entity presenting the certificate does indeed control the
private key.

Every time we connect to a secure website or service, our systems query these certificates to verify the
authenticity of the server. If the CA has validated an entity’s identity thoroughly and securely, we can
trust the legitimacy of the public key presented.

2.2 Centralized CA Model: Systemic Risks

The current CA model operates as a small community of trusted organizations. Because user agents
(e.g., browsers, email clients) inherently trust these CAs, a compromise at one CA can unravel the trust
model across the internet. Moreover, key management is typically handled by each CA, creating
potential single points of failure. The opaque nature of some CA operations also exacerbates mistrust,
as processes like domain ownership verification and organizational vetting are often only partially
visible to external stakeholders.

2.3 Historical CA Compromises

Several high-profile CA compromises have revealed just how fragile this ecosystem can be. Symantec,
once a leading CA, lost its position in root stores following misissuance incidents from 2015 to 2017.
DigiCert Taiwan’s issuance of weak certificates in 2011 left major internet properties vulnerable. Even
Let’s Encrypt—celebrated for democratizing TLS certificates—has faced mass revocation events due to
software bugs. Each of these incidents underscores the inherent risk of concentrating trust in a small
number of entities.




3. Exploring Decentralized Alternatives

Decentralized CAs distribute trust and key management across multiple parties or nodes, aiming to
remove single points of failure and mitigate the risk of malicious or accidental misissuance. Over the
last decade, numerous academic and industry efforts have advanced the state of decentralized
certificate authority technology.

3.1 Jayaraman, Li, and Evans (University of Virginia)

In a 2017 project, Bargav Jayaraman, Hannah Li, and David Evans tackled the question of how to
safeguard a CA’s private signing key by using secure multi-party computation (MPC). Their system
distributes the signing key across multiple parties so that no single node can reconstruct it on its own.
When a certificate needs to be signed, these parties jointly execute an MPC protocol to produce the
necessary signature without ever exposing the complete private key in one place.

Their prototype demonstrated that it is possible to securely generate ECDSA signatures (on the
secp192k1 curve) using generic two-party computation protocols. While their approach was found to
be practical, the researchers acknowledged that more specialized protocols might further improve
efficiency. The core achievement, however, was reducing single points of failure and limiting the
effects of key compromise, thus enhancing the overall security posture of a decentralized CA.

3.2 DeCert by Leo Hentschker (Harvard University)

Introduced in 2018, DeCert by Leo Hentschker employs blockchain technology to record certificate

issuance events publicly and transparently. Built on top of Boulder (Let’s Encrypt’s open-source CA
software), DeCert issues free TLS and SSL certificates and stores the resulting certificate data on the
Ethereum blockchain. All network participants can thus audit this ledger in real time.

DeCert incorporates a token-based voting system where participants cast votes on the validity of
certificates. The collective consensus of the network determines whether a certificate remains valid,
enabling rapid deprecation if a certificate is deemed compromised. Nonetheless, DeCert also highlights
some of the broader governance and adoption challenges in decentralized trust systems, such as
susceptibility to token manipulation by malicious actors and the need for major browser vendors to
integrate the new trust model before it can see widespread real-world use.

3.3 Ongoing Challenges in Decentralization

While these initiatives—and other threshold cryptography proposals for blockchain systems—have
propelled decentralized CA research forward, several challenges persist. Ensuring efficiency and
scalability in on-chain or multi-party protocols can be difficult, especially given the global scale at
which certificate issuance must operate. Aligning with existing browser trust stores and industry
standards is another hurdle, as developers and users typically rely on known root certificates that have
undergone rigorous compliance processes. Additionally, governance structures for decentralized CAs
must balance transparency, security, and community-driven consensus, all while coordinating with
regulatory and commercial stakeholders.




4. Chainlink-Powered Decentralized CA: Proposed Solution

A Chainlink-based decentralized CA seeks to address many of the limitations encountered in previous
proposals. Chainlink is a widely used decentralized oracle network, designed to securely connect smart
contracts with off-chain data and services. By leveraging Chainlink’s Verifiable Random Function
(VRF), DECO (privacy-preserving oracles), and Keepers (automation), this architecture can offer an
end-to-end solution that combines robust cryptographic design with transparent governance.

4.1 Certificate Issuance

Chainlink VRF can generate unpredictable, tamper-proof randomness for critical certificate parameters,
such as unique certificate identifiers or challenge tokens for domain validation. This randomness
reduces the predictability that attackers sometimes exploit. Meanwhile, DECO provides privacy-
preserving proofs of domain ownership or organizational identity. Rather than exposing sensitive
internal data on-chain, DECO uses zero-knowledge proofs (ZKPs) to confirm control over a domain
without revealing unnecessary details. Finally, Chainlink’s decentralized oracles can aggregate off-
chain data, such as WHOIS records or business registry information, ensuring trust is not concentrated
in a single data source.

4.2 Certificate Management

Once the issuance criteria are met, certificates are minted and recorded in an immutable log. Chainlink
Keepers (Automation) can then oversee the entire certificate lifecycle, from timely renewals to key
rotations and revocations when needed. This automation not only reduces human error but also
accelerates response times in emergencies—for example, if a private key is compromised. If the system
adopts a staking or collateral model to deter dishonest behavior, Chainlink’s Proof of Reserves feature
can make those staked assets publicly auditable, increasing trust among network participants.

4.3 Certificate Validation and Revocation

Chainlink’s decentralized oracles can respond to validation queries in real time, enabling browsers and
other user agents to determine whether a certificate remains valid or has been revoked. DECO can also
facilitate secure, private checks of TLS connections, preserving confidentiality while ensuring that the
certificate in question is indeed legitimate. If a certificate is found to be compromised or no longer
meets policy requirements, a revocation transaction can be published on-chain. Given the transparency
of blockchain, all participants immediately see the updated status, eliminating the lag often associated
with traditional revocation checks.

5. Addressing Niche Use Cases

5.1 Certificate Transparency for Regulated Markets

A niche use case would likely first adopt before becoming widespread due to trade offs inherent in
bootstrapping a new system like scalability, throughput and latency. Highly regulated sectors such as



finance, healthcare, and critical infrastructure demand strong audit trails and rigorous compliance. A
Chainlink-based decentralized CA can fulfill these needs by providing publicly verifiable logs of
certificate issuance, renewal, and revocation events. Every certificate action is documented on-chain,
creating an immutable record accessible to regulators and third-party auditors. Because trust is
distributed across many nodes, the likelihood of unilateral misissuance by a compromised authority is
drastically reduced.

6. High-Level Workflow

6.1 Request for Certificate

When a domain owner requests a certificate, they must prove domain ownership. DECO performs this
validation via ZKPs, avoiding the exposure of raw domain records on-chain. Chainlink VRF can
generate a random token or identifier to reduce guesswork by potential attackers.

6.2 Issuance and Management

Once validated, Chainlink oracles gather any further off-chain data needed to finalize the certificate
issuance. A smart contract consolidates these inputs and, if all checks pass, issues a certificate and logs
the event. Chainlink Keepers then monitor the certificate’s lifecycle, automating renewals or other
maintenance tasks.

6.3 Validation and Revocation

Browsers and other user agents query Chainlink oracles to confirm certificate validity. If an
organization reports a compromised key, a participant with the authority to revoke can trigger a
revocation transaction on-chain. This update becomes visible in real time, preventing prolonged
exposure to invalid or dangerous certificates.

7. Comparison to Traditional CA Models: Advantages and
Drawbacks

7.1 Current Model Challenges

Centralized CAs concentrate trust in a small number of organizations that, if compromised, can cause
global disruptions in secure communication. Their processes often lack transparency, rely on manual
steps susceptible to human error, and depend on a trust model that is difficult to verify independently.

7.2 Advantages of a Chainlink-Powered Decentralized CA

A Chainlink-based solution integrates many of the benefits of earlier decentralized CA research while
mitigating common pitfalls:



* Secure Key Handling: Like the MPC approach by Jayaraman, Li, and Evans, private key
material can be distributed or rendered inaccessible in its complete form, reducing single points
of failure.

* On-Chain Transparency: Building on the blockchain-based logging shown in DeCert,
Chainlink provides a globally accessible, immutable ledger for certificate events. However, it
augments that with robust oracle networks, ensuring off-chain data is also trustworthy.

* Automated Lifecycle Management: Chainlink Keepers enforce lifecycle events, reducing
human error and latency in certificate renewals or revocations.

* Privacy-Preserving Verification: DECO handles sensitive domain ownership checks securely
without revealing unnecessary data.

* Crypto-Economic Incentives: Node operators can stake collateral, creating economic
disincentives for malicious behavior. A compromised node risks slashing, promoting integrity
across the network.

7.3 Potential Drawbacks

Despite its promise, this model is not without challenges. First, it introduces additional complexity—
developers must integrate on-chain and off-chain components, handle secure MPC or ZKP protocols (if
desired), and manage node governance. Second, widespread adoption requires collaboration with
browser vendors and system administrators accustomed to existing root stores. Finally, on-chain
operations can incur higher costs compared to traditional CA processes, particularly if network
congestion or gas fees spike.

8. Conclusion

Previous attempts to decentralize the CA model-—most notably the secure multi-party computation
approach of Jayaraman, Li, and Evans (University of Virginia) and the blockchain-based DeCert by
Hentschker (Harvard University)—have provided strong foundations for a trust model that is more
distributed and transparent than traditional methods. These projects address critical issues like single
points of failure, lack of transparency in key handling, and slow revocation processes. However, they
also reveal the difficulties in scaling, cost management, governance, and broader industry acceptance.

A Chainlink-powered decentralized CA builds upon these advances while offering a more
comprehensive framework. Through Chainlink’s VRF, DECO, decentralized oracles, and Keepers, a
robust solution is formed that not only secures key handling and logging but also automates much of
the certificate lifecycle. The economic incentives integral to the Chainlink network further bolster node
integrity, aligning operator interests with secure outcomes.

Looking ahead, the key to success lies in continued collaboration with browser vendors, industry
stakeholders, and regulators. As decentralized approaches mature, they can help ensure that
fundamental aspects of internet security—Ilike certificate issuance—become more resilient, transparent,
and future-proof. By integrating state-of-the-art cryptography, blockchain technology, and



decentralized governance, a Chainlink-based CA stands as a compelling step forward in securing trust
on the modern internet.
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